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[TPOOUJIb KOMITAHNHA

Cubupckasa Akagemus MHpopmaumoHHon besonacHocTu
(000 «CAUB») cneumannaupyeTca Ha ycnyrax B 06/1acTy
Knbepobe30nacHoOCTMU.

3agaum CAUB — arperayma sHaHUM O TEXHMKaX N MeToAax
KnbepaTak n co3gaHme MeToA0N0rnim, NO3BONSAHOLLMX
noAroraBnmeaTb COTPYAHUKOB, CNeLManmMcToB U CUCTEMDI
3alLnTbl 3aKa34ynKoB K ornepaTMBHOMY U B3BELLEHHOMY
pearMpoBaHuIO Ha HUX.

peann3oBaHHbIX MPOEKTOB
No Knbepbe3onacHOCTH

COTPYAHWKOB NPOLLN
obyyeHue no
NHDOPMaLMOHHOM
6e30nacHOCTU, UCNOJIb3YS
HaLuW Kypcbl

KOMMaHWUM perynsipHo
NOJIb3YHOTCS HALLMMMU
ycnyramu



CPEAN HAIIWX KJ/IMEHTOB

Mbl 6narogapHbl HalwMM KnineHTamM 3a OKkasaHHoOe J0BEpPUE N NONOXKUTENbHbIE
OT3bIBbl 0 COBMECTHOI paboTe!
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OCHOBHBIE HAITPABJIEHUA AEATEJIBHOCTH

Kuoéepy4yenus

MNpuMeHeHne TEXHUK 06Xx04a CUCTEM 3aLUUTbI
nHdbopmaumm

AyanT naponien y4ETHbIX 3anucemn

Mounck 1 aHanus uHpopmauun (6asbl AaHHbIX,
MOMCKOBbIE CUCTEMbI U Ap.)

CKaHupoBaHWe Ha NpeaMeT yTeyek NHhopmMaLmm

MpoBepka 3alnTbl KOHEYHbIX YCTPOUCTB
(MaTpuua ATT&CK)

Pa3paboTka u ncnonb3oBaHMe NCEBAOBUPYCHbIX
BJIOXKEHUI

Micnonb3oBaHuMe YeK-IMCTOB 06A3aTeNbHbIX
npoBepoK

Attack Surface Vianagement

Jsigunce dven Aack Surecs Mansgement
Score Ml

r =

MOHMTOPHHT MOBEPXHOCTHU aTaKH

EXxeqHEBHbIM MOHUTOPUHI BCEX USMEHEHUN
BHELUHEN MOBEPXHOCTM aTakm

CkaHep yA3BUMOCTEMN C 3KCMEPTHbIM
COMPOBOXAEHNEM

BbisiBfieHMe TeHeBbIX U HEKOPPEKTHbIX
KOHdUrypaumm

OueHKa ypOBHSA 3aLUMULLEHHOCTU C NOMOLLbIO
yHUKanbHown nHbopmauum us gapkeeba

npOBepeHHbIe aKTyaJibHble AaHHble O/
NnoBblLLIEHUA YPOBHA 3alUULLEHHOCTH




CoyMoTexXHU4YeCKHue
aTaku

CobcTBEHHafA
3anaTeHTOBaHHasa cucTemMa
aBTOMaTUYECKOW NPOBEPKY

MNpoBeaeHne MUMUTUPOBAHHbIX
OULWNHIOBbIX aTak

06xo4 GUNbLTPOB U NOSIUTUK
6e30MacHoOCTU CeTEBOro
nepumeTpa

OueHka ypoBHS
OCBEJOM/EHHOCTU U
NPaKTUYECKNX HaBbIKOB
COTPYAHUKOB

NuavneuayanbHasa paspaboTka
CLeHapUeB MPOBEPKMU C YYETOM
0CO6EHHOCTEN KOMMaHWK

IloBbIIIEHH E
0CBEeJIOMJIEHHOCTH

O6yu4atowan nnatpopma ans
NOBbILLEHNA OCBELOMIEHHOCTHU
COTPYAHUKOB

OpraHusaums oby4yeHus
COTPYAHUKOB KOMMaHUn 6e3
OTpblBa OT NPOM3BOACTBA

PaspaboTka 1 nepegaya
NHTEPaKTUBHbIX KYpCOB B
3/1IEKTPOHHOM ¢opMaTe C YYETOM
noXxenaHwuwm, CTUna n 6peHaodyka

PaspaboTka obyyaroLmx
MaTepuanoB: NaMATKK, CTaTbM,
6yKneTbl, NnakaTbl

» O6ecneyeHune 6e30MacHOCTU
3HauMMbIx 06bekToB KMW. Kypc
Ansi onepatopoB ACY TI1

* [loBbllLleHNE OCBEAOMNEHHOCTH
COTPYAHMKOB npeanpuaTu duHaH-
COBOIro CeKTopa B COOTBETCTBUM C
Tpe6oBaHuamu LIB (TOCT 57580)

IloBbILLIEHUE
KBaJIMPUKaALUU

Kypc «CosaaHue cucteml
3aWmTbl MHOOPMaLUKN 06 BEKTOB
KUW»

Kypc «[1lpoBefeHune ayanta Ha
COOTBETCTBME TPEOOBAHUAM MO
3awmTte MNOH»

Kypc «O6yyeHune no paboTe c
cuctemamu knacca DLP»




[MOBLIIIEHUA OCBEJOMJJIEHHOCTHU

Heunpocetu un
MCKYCCTBEHHbIN
UHTENNEeKT

YuebHbiii Kypc B pamkax nosbILLEHUs
OCBEOMNEHHOCTN COTPYAHUKOB

be3zonacHoe
MCNO/b30BaHMeE
MeCCeHIKepoB

YuebHbI KypC B paMKax NoBbILLEHUS
OCBeJOMNEeHHOCTUN COTPYAHMKOB

Deepfake

Y4ebHbIv KypcC B paMKax NOBbIWEHMS
OCBEAOMNEHHOCTN COTPYAHNKOB

KYPCOB

Be3onacHoe
MCNoJIb30BaHue
MO6GMJIbHbIX YCTPOUCTB

YuebHblit Kypc B paMKax MoBblLLEHUs
OCBEIOMNEHHOCTU COTPYAHUKOB




OYKUJIAHUA

Yto nony4yaroT KnneHTbl no pe3ynbTaTaM HallnX pa60T

£ B

Hesasmcmmylo OLUEeHKY SKCI'IepTHbIe 3aKJ/1r04eHUA o KOHerTHbIe npakTn4yeckue [MoBblWweHMe YpPOBHA
Sd)d)eKTVIBHOCTVI cywecTtByrowlnx Hegocrat- pekomMeHaauunm no OCBEeOMJIEHHOCTH
BHe,D,péHHbIX cpeacTtse U Kax cucTemM 6e30MnacHoOCTU U YCTpaHEHUIO HanUAeHHbIX COTpyAHUKOB B obnactu
MEeTOo40B 3allnTbl pUuckax BO3LENCTBUA Ha HeOOCTaTKOB U MHd)OpMaLlMOHHOVI
KopnopaTuBHYHO CETb U MOJJ,VId)MKaLI,VIVI 6€30MacHOCTH

cepBUCbl KOMMNaHU Co cyulecTeyrouinx ripoueccons
CTOPOHDI BHELLUHUX/ obecrneyeHns 6e30MacHOCTH

BHYTPEHHUX HaprJMTeneﬁ

PasBuTtune y coTpyaHUKOB WUckntoyeHne (CHMKeHune) CHuxeHune po 70%
YCTOMYMBbIX HAaBbIKOB BEPOATHOCTU yTeuek KOJSInyecTBa NOBTOPHbIX
pearmpoBaHus Ha KOHbUaeHUManbHOM WHUMOEHTOB
dbuLWMHroBble aTaku nHdbopmaumm n PuHan-

COBbIX CpeacTB KOMMaHUU



Muuncreperso obpasosanns HosocnGupexoii obaacrn

JINLIEH

N or . 20 I

Ha oCymecTBacHRE OBPAIORATEARHON 1ESTEAMMOCTH

5 2 SRR
HACTOSIAN ANHENINA NPEIOCTABIENA UPCInY S DADSEEEoNSOn

orerernennocThio «Cubnperas axaaesmus nndgopmannonnoii
» (000 «CAUBH)" "™

s 5 (a cayan
oesonacnoc

1A 1IPABO OKAIKIBATS OGPAIOBATEALNME YCAYIH 1O PEATHIANI O6PAIOBATETHHBX

NPOTPAMM 110 BHAAM OGPAIOBANNS, 110 YPOBHAM 0GPAIOBANMN, N0 NPOhEcCHM,

CHOMMANLNOCTSM, HANPABACHNAM NOATOTOBKH (118 NPOMECCHONAALHOTO

ofpasosanns), NO MOABHAAM AOHOAHHICALHOTO OGPAIOBANNA, YKA3AHNLIM B *

OPHACKEHMH K HACTORMEH JMUeHInn

OcHOBNOi TOCYAAPCTBEHNMIA PEINCTPALMORNEIN HOMED WPHANYECKOTO auna

1125476010660

(Miausnayaasnoro npeanpuuumareas) (OFPH)

5406698226

HAeHTIpUKALIORHBI HOMEp HANOTONIATENLIIMKA

54401 N 0005030

CBUAETEJIBCTBO

0 rOCYAApCTBEHHOH perucTpauuu nporpammm ais 9BM

Ne 2021666571

Cucrema dpumnnrossix pacesuiok CAUB

Tpanoodnanaren.: QO c ozpan 7]
omeememeennocmsio «Cubupcekan Axadeymus
Hudpopmauuonnoi besonacnocmu» (RU)

asop(s): Hpokonos Maxcum [Imumpueeuy (RU)

Jaxsws N 2021665729

Jlara nocrynnenns 07 okTGps 2021 r.
JIaTa TOCY RAPCTBERHON PEINCTPALIK
1w Peectpe nporpast win S8M 15 okmaépa 2021 2.

Pyrosooumeny Dedepaivnoi crymos

N0 HHMEANEKMYALINHOL COBCMEEHNOCHIY

TR
L. ana
/ 1l Hawuea




BYJJEM PA/JIbl COTPYAHUYECTBY

CawnT: https://saib.biz
TenedoH: +7 (383) 309-26-36

MNouTa: info@saib.biz
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https://saib.biz/contact/

