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CUBUPCKAA AKAOEMUA
MHOOPMALMNOHHOWN
BE3OMNACHOCTU

SECURITY AWARENESS

SAIIUTUTE BAII bBU3SHEC OT KUBEPYI'PO3




[TIOYEMY 3TO BAXHO?

80% aTak B cepe MHPpopMaLMOHHON 6€30MNacHOCTU CBSA3aHbl C Ye/I0OBeYECKUM
akTopoM. PULINHIOBbIE aTakK, coLManbHasa UHXEHEPUS U YTEYKU AaHHbIX
NpeacTaBNsOT Cepbe3HyIo Yyrposy As1s 6usHeca.

SECURITY AWARENESS — 3TO KOMMEKCHbIN NOoAX0A4 K 06Y4EeHUIO COTPYAHUKOB,
KOTOPbIA CHUXKAET PUCKU U AenaeT Bally KOMMNaHUIO YCTOMYMBOM K KubepaTakam.

S CAVB Cratucrtuka

&) Cramcivka

OTNpPaBNeHo OTKPHITO Mepexon, No ccuinke BBeNU AaHHble
£ Kamnanmm

AR COTpyaHUKM
23 pyas 24
X La6noHbl nuceM

NexHauHm
Mpoduni OTNPaBKK

@R nopran obyyerun Hpou.lenume KaMnaHuu

YuebHbie Kypeb

Haseanue Barta co3ganus Craryc

{33 Hacrpoitku

@ O nporpamme

YTo Takoe
SECURITY AWARENESS?

o ABTOMaTM3MpOBaHHbIE
nporpamMmbl 06y4YeHus

o PeanbHble cLueHapuu
(OULLNHIOBbIX aTak

o [lpaKTnyeckune TecTbl U
CUMYNALMN YIPO3

o [lepcoHannsmpoBaHHble
OT4YeTbl N aHaNNTUKA
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KAK 2TO PABOTAET?

OueHKa TeKyL,ero ypoBHs KW6epycTtomuMBoCcT! —
aHann3npyem s3HaHus COTPYAHUKOB

MMmuTauuma peanbHbIX yrpo3 — NpoBOAUM TECTOBbIE
bGULWMHroBble aTaku

O6yuyeHue yepes UHTEPaKTUBHbIE KYpCbl —
afjanTMpyem NporpamMmy nog noTpebHoCTN KoMMNaHum

MOHMTOPUHI U OTYETHOCTb — NPEeAOCTaB/IAEM
JleTannM3npoBaHHble faHHble O NPOrpecce COTPYAHUKOB

[IOYEMY BBIBUPAIOT HACY

23

A
gy

i

<ol

MHTepaKTUBHbIA U NPaKTUYECKUN NOAXOS —
COTPYAHMKMN 06YYatoTCA Ha peanbHbIX Kencax

M'MékocTb M aBTOMaTU3auusa — nnatdopma
afanTupyeTcs noj Nodyro KOMMNaHUIo

lNMpocTaa uHTerpauyua — nognepxka Active
Directory

Mpo3payHas aHaNUTUKa — OTYEThI B peXnme
peasibHOro BPEMEHMU



KAK OHUEHUTD 3PDPEKTHUBHOCTDL ITPOI'PAMMEI ITOBBIIHNEHUA
OCBEJOMJIEHHOCTH B COEPE KUBEPBE3OITACHOCTH

AdPeKTUBHOCTb — KJIOM K ycnexy!

Xopolias nporpamMma no KnbepocBegoMIEHHOCTN HE NPOCTO O6YYaeT, a MeHAET
nosefeHne cCoTpyaHnKoB. UMeHHO Takyto 3agavy pelwaet SECURITY AWARENESS

ANB Yyeb6Hble Kypchbl
PE3YJIbTATbI BHE/IPEHHUA

CHMXXEeHMe pucKa KnbepaTak

Ha 70% 3a 3 Mecsiua
[loBbILWEHME OCBELOMNEHHOCTH
COTPYAHUKOB Ha 60%

YMeHblleHune yncna
yTeyeK flaHHbIX B 2 pa3a

%) Cramuctuka

[ocTynHble Kypchbl

B> Kamnanum

52 CoTpyaHUKK

OcHoBbI MHGOPMALMOHHON 6230MacHOCTU

B4 LWabnoHb nucem

JlenauHm OCHOBbI COLMANEHOM MHXEHEPWM

Mpodwunu oTnpaexku
OCTOPOXHO, 3N0H DULIMHT

08 Nopran o6yuetnsa

Yue6Hble Kypchl Mopanok patoTel ¢ pecypcamu MIHTepHeT

Tpe6oBaHWA K NaponaM - Napo/bHas NoMUTHKA

{83 Hactpoiiku



UMUTAILINA OUIIWHI'OBBIX ATAK

OUIINHI' HAYMHAETCA C ITMCBMA...

A 3aKkaHuyMBaeTCcAa — NoTepsaMu.

MNpencTtaBbTe: 06LIYHOE YTPO, B Nanke "Bxogawme” —
MUCbMO C 3aMaH4YMBbIM 3arosI0BKOM.

COTpYAHMK LLeNKaeT — 1 nonagaeT B JIOBYLLKY.

A Tenepb NpeAcTaBbTe, YTO 3TO 6blNa y4yebHas
NTOBYLLIKA.

[HABJIOHBI, KOTOPBIE HE HACKYYAT

BbibupainTe n3 rotoBon KOANeKUUM PULLIMHIOBbIX MUCEM.

[ucbMa perynsapHo 06HOBAAKOTCA: OT "Nofapka Ha AEeHb

poXaeHnsa" Ao "nnaTeXHoro MHUMAEHTa OT byxrantepun’.

[NomMoXkeM co3faTb CBOW COOCTBEHHbIN CLEHapUN.



[10JIb3A B IIUDPAX

KAXKIOE "IITMCbMO-JIOBYIIKA" — 3TO CIIOCOb BbIABUTb YA3BUMOCTH.

LLia6noHbl nucemMm

[MnaTdopma NoKaxer:

v" KTo nonancs Ha KprYoK
v' KTo 3anoaospun HenagHoe

v" A KOMY CTOUT NPONTU AOMNOAHUTENbHbINA KYpPC

TAK Bbl HE [IPOCTO YUYHUTE — Bbl CTPOUTE 3ALIUTY C HYJIA U 110 KAXKAOI'O




Heunpocetun n
UCKYCCTBEHHbIN
WHTENNeKT

Y4ebHbiil Kypc B paMKax NoBbILEeHWA
0CBE/JOMNEHHOCTU COTPYAHWUKOB

be3onacHoe
NCMNoJsib30BaHue
MeCCeHAKepPOB

Y4ebHbin KypC B paMKax NOBbILLEHUA
OCBEAOMNEHHOCTN COTPYAHWUKOB

HAYATDH

ObYYEHHA

Be3onacHoe
MCnosib3oBaHue
MOGMJIbHbIX YCTPOUCTB

Y4ebHbli Kypc B paMKax noBbilLeHUs
OCBEAOMNEHHOCTU COTPYAHUKOB

Deepfake

Y4ebHbin Kypc B paMKkax NnosbilWeHUs
OCBEAOMNEHHOCTU COTPYAHNKOB

\
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MATEPHWAJIbI

OcHoBbl MHPOPMaLMOHHOK 6e30MacHOCTH ) TexHonorusi Deepfake — kak yrposa MHGpOPMaLMOHHO 6e30MacHOCTM
OCTOPOXXHO, 37101 GULLINHT! ) BesonacHoe UCnonb3oBaHNe MeCCEeHKEPOB
OcHoBbI coLuanbHOW MHXeHepum 1 HemnpoceTn 1 UICKYCCTBEHHbIN UHTENJIEKT

Tpe6oBaHus K naponam (MaposibHas NOAUTHUKA)

KOHd)MD,eHLlMaJ'IbHaﬂ MHd)OpMaLI,I/IHI XpaHEeHUE n ncnoJib3oBaHne

Mowm Kypchl

BesonacHas pa6oTa ¢ nepcoHanbHbIMWU AaHHbIMU

AHTMBUpYCHas 3aluuTa Craprosas erpasia

Mopsaaok paboTbl ¢ pecypcamu NHTepHeT Kanennapo

OcHoBbI MHPOPMaLMOHHOMN

YcTaHoBKa NporpaMMHoOro obecnevyeHns n NoAKA04YeHne Bl SeapnncHocTy

YnpasneHue

AOMONHUTENbHbIX YCTPONCTB Ha paboyeil cTaHLmK Monb3oBaTeneil £ —_— | |

Mcnonb3oBaHWe BHELLHUX (C'beMHbIX) HakonuTeneun MHCI)OpMaLI,MM

Mopspok pa6oThl € pecypcamm
WNHTepHeT

BesonacHoe ncrnosb3oBaHNe MOBUIbHbIX YCTPOWUCTB

BesonacHasa pa6oTa BHe oduca

3awuTn gaHHble OT xakepoB (NPaKTUYECKUI KypC)

NpoBepka 3HaHWUI N0 MHPOPMALIMOHHON 6e30MacHOCTHU

O6yuyeHune nepcoHana npasunam 6esonacHom paboTbl Ha o6bekTax KU COBAAHI/]E BPEHAI/IPOBAHHI)IX U
3neKTpOHHasA NoANNCH KACTOMHU3NUPOBAHHLBIX KYPCOB



— I3TO HE OIILHA.
JTO 3AIIWTA BAIIET'O bBU3HECA

XOTUTE AOKA3ATH 3ODPEKTUBHOCTb TPEHUHTA PYKOBOACTBY?

M Bbin Q)}) @ gl

Balum coTpyaAHMKM HAYHYT AeNCTBOBaTb rPAaMOTHO eLé A0 odhuLmManbHOro ctapta Kypca.
9TO He 06y4YeHne paan ranoykun. ATo TPEHMPOBKA Ha BbXKMBaAHUE B LM(PPOBOM MUPE.

N3meprumasa ahpHeKTUBHOCTb

S ECU RITY [lpocToe BHeapeHue

AWARENESS HenpepbiBHOE 06yueHmne

[lpo3payHan aHanuTuka




Y3HAWTE, HACKOJIBKO YA3BUM BAIIl BU3HEC!

3anpocuTe AeMOo-A0CTYN U Nony4YnTe 6ecniaTHbIN aHann3 3allULLEHHOCTHN Ballen KOMNaHuu.
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bY/IEM PA/1bI CaiiT: https://saib.biz  Tenedon: +7 (383) 309-26-36 MouTa: info@saib.biz
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